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Legal Statement

This document is the exclusive property of Global Strategic Intelligence (GSI), encompassing
Altieri Firm LLC, a Dubai-based legal consultancy firm, and GSI PPLC, a Florida-based law firm
(“GSI”). All rights are reserved. No part of this publication may be reproduced, stored in a
retrieval system, or transmitted in any form or by any means (whether electronic, mechanical,

photocopying, recording, or otherwise) without the prior written consent of GSI.

This guide serves as an advisory resource and does not constitute legal, regulatory, or policy
advice. It is intended solely to provide non-binding safeguarding principles, developed through
collaboration with stakeholders across governments, international banks, non-governmental
organizations (NGOs), and other relevant entities. While every effort has been made to ensure
the accuracy and reliability of the information contained herein, GSI makes no representations
or warranties of any kind, express or implied, about the completeness, accuracy, or

applicability of the content to specific circumstances.

The views and analyses presented in this document do not reflect the official opinions or
positions of any government, international organization, or affiliated entity. Readers are
advised to seek professional legal counsel before relying on the information herein for

decision-making purposes.

GS| expressly disclaims any and all liability arising from the use or reliance upon this
document or its content. Unauthorized use, reproduction, or distribution of this guide is

strictly prohibited and may result in legal action.
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Introduction

PURPOSE OF THE GUIDE

This guide serves as a practical resource for banks, humanitarian organizations, donors,
state-owned entities, private organizations and corporations navigating the complexities of
delivering humanitarian aid to lIran. With a particular emphasis on healthcare-related
assistance, it provides a framework for adhering to European Union (E.U.), United States (U.S.),
and United Nations (U.N.) sanctions while promoting effective and compliant coordination of
aid delivery. While the guide focuses on Iran's unique challenges under international sanctions,
the principles and strategies outlined herein also offer a flexible framework applicable to

other high-risk jurisdictions impacted by sanctions, conflict, and terrorism financing concerns.

At its core, this guide is designed to ensure the legal, ethical, and effective transfer of funds
and distribution of medical aid. By fostering collaboration among stakeholders, it aims to
address the multifaceted challenges of operating within complex regulatory environments,
ultimately supporting vulnerable populations while maintaining compliance with international

laws.

DOCUMENT ORIGIN

This guide is the culmination of extensive research and collaboration across multiple sectors,
drawing on a rich array of resources and expertise. Academic studies conducted by Dr. Justine
Walker for the U.N. Economic and Social Commission for Western Asia (ESCWA) in 2016 and
2017 provided foundational insights into the unintended consequences of sanctions and the
development of mitigation strategies. Additionally, sustained dialogue with humanitarian NGOs
and state representatives underscored the need for transparent, safe, and reliable methods

for delivering aid and conducting financial transactions in Iran.

To further enhance its depth and applicability, the guide incorporates best practices from the
ACAMS "Risk Management Principles Guide for Sending Humanitarian Funds into Syria and

Similar High-Risk Jurisdictions.” It also aligns with the objectives of the United Nations
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Sustainable Development Cooperation Framework for the Islamic Republic of Iran (2023-2027),
a strategic roadmap developed collaboratively by the Iranian government and the UN to
address Iran's humanitarian and developmental priorities. Finally, the guide integrates insights
from the U.S. Department of the Treasury’s Office of Foreign Assets Control (OFAC) and its
"Fact Sheet: Provision of Humanitarian Assistance and Trade to Combat COVID-19," broadening

its relevance to humanitarian efforts in Iran and beyond.

TERMINOLOGY

This guide focuses on the concept of “humanitarian assistance,” defined as aid and immediate
action designed to save lives and alleviate suffering. It does not provide a rigid distinction
between the compartmentalization of aid into humanitarian, stabilization, reconstruction, or
development categories, leaving room for flexibility in interpretation. The terms “sanctions”
and “restrictive measures” are used interchangeably throughout this guide. Both are defined as

measures or actions taken against a target to influence its behavior, policy, or actions..
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of this guide.

CONTEXT FOR WRITING THIS GUIDE

As of April 2025, renewed diplomatic engagement between the U.S. and Iran has centered on
preventing Iran from advancing its nuclear program. One of the key proposals under discussion
involves releasing frozen Iranian assets, with the funds earmarked specifically for healthcare
and humanitarian aid under strict international oversight. These developments bring
heightened relevance to this guide, which was developed in anticipation of such scenarios, and
provides a practical framework for navigating humanitarian transactions in sanctioned

environments.

Iran remains one of the most complex jurisdictions in the world for delivering humanitarian
goods and services. While medical supplies are generally exempt from sanctions, the financial
and logistical constraints created by U.S., E.U., and U.N. measures, alongside domestic
regulatory challenges, continue to restrict the flow of vital resources. Banks and suppliers
remain wary of engaging in Iran-related activities, and even when exemptions exist,
compliance burdens often discourage legitimate humanitarian trade. Internally, economic
mismanagement and policy barriers further complicate aid distribution and infrastructure
support. In this context, the ability to mobilize and manage aid, particularly in the healthcare
sector, requires not only legal clarity but also operational ingenuity. This guide is designed to
support governments, NGOs, financial institutions, and intermediaries in building compliant
and transparent pathways for humanitarian relief. Lessons are drawn from prior efforts in
conflict-affected regions such as Syria, Sudan, Yemen, and Venezuela, where similar
constraints have challenged traditional aid models. By synthesizing international best
practices and applying them to the Iranian case, this guide aims to promote safe, lawful, and
effective humanitarian access both under current sanctions frameworks and in anticipation of

future relief agreements.
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1. [ran’s Humanitarian Aid Situation

OVERVIEW

Since the imposition of stringent international sanctions and the emergence of internal policy
challenges, Iran has faced an escalating humanitarian crisis, particularly in its healthcare
sector. Although the country is not engulfed in direct conflict like Syria, the cumulative impact
of sanctions has severely constrained access to essential medical supplies, equipment, and
services. According to estimates, a substantial portion of Iran's population requires
humanitarian assistance due to the compounded effects of economic restrictions, inflation,

and sanctions-related barriers.

Iran's humanitarian challenges are exacerbated by a myriad of factors, including the COVID-19
pandemic, natural disasters, and poor economic management. Vulnerable communities,
particularly those reliant on daily wages, have seen significant declines in dietary quality and
nutrition. This has resulted in rising malnutrition rates, especially among children under five

years old and other at-risk demographics’.

BUREAUCRATIC & OPERATIONAL CHALLENGES

In Iran, the humanitarian presence is primarily represented by a select few U.N. agencies,
including the Resident Coordinator Office, alongside two international organizations and a
small number of international non-governmental organizations (INGOs). Within Iran, the
operational scope for international organizations is heavily regulated with only a restricted
number permitted to function within a tightly controlled operational setting. This environment
is further compounded by bureaucratic hurdles and impediments imposed by the Iranian
government, resulting in delays and hindrances that undermine the ability to provide timely
and effective responses to humanitarian needs. Humanitarian partners frequently encounter
challenges stemming from the impact of sanctions, primarily imposed by the U.S., which

negatively affect humanitarian activities.

' UNICEF. (2024). Nutrition. Good Nutrition for the Most Vulnerable Children and Mothers, available at
https:/www.unicef.org/afghanistan/nutrition.
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Notably, suppliers and manufacturers exhibit reluctance to engage in providing essential
deliveries to Iran. Consequently, the process of bringing critical humanitarian goods into the
country is prolonged, expensive, and burdened with logistical complexities. The situation in
Iran is extremely challenging due to various factors such as multiple shocks, the repercussions
of COVID-19, and high inflation rates. Coping mechanisms, such as purchasing goods on credit,
borrowing money, and sending family members with disabilities or health issues, as well as
child labor, highlight the significant economic pressures and hardships faced by vulnerable

populations in the region?.

The U.S. has ostensibly provided exemptions for humanitarian items from sanctions, yet the
practical implementation of restrictions on business transactions with Iranian banks and the
reduction in issuance of specific medical export licenses by the U.S. Treasury Department's
enforcement agency have presented challenges within Iran. Sanctions have impeded Iran's
ability to acquire essential active ingredients vital for the local manufacture of medications

aimed at treating conditions such as asthma, cancer, and multiple sclerosis®.

Iran's situation has resulted in extensive suffering for its population, with notable impacts on
health and wellbeing. The crisis has not only strained the country's healthcare infrastructure,
but also affected its economic and social development. The entire country faces these
challenges, with both urban and rural areas impacted by the lack of access to necessary

medical resources.

REGIONAL VARIATIONS OF IMPACT

The humanitarian crisis in Iran manifests differently across its regions, reflecting diverse

geopolitical and socio-economic conditions:

e Tehran (Northern Region): As the capital, Tehran faces challenges in maintaining its

healthcare infrastructure due to sanctions. Despite its relative development, limited

2 European Commission. (2023). Humanitarian Implementation Plan (HIP): Afghanistan, Pakistan and, Iran and Central
Asia, available at https://ec.europa.eu/echo/files/funding/hip2023/echo_-as_bud_2023_91000_v3.pdf.

3 France 24. Sanctions-Hit Iran Struggles to Make Cancer Drugs, available at https:/www.france24.com/en/20200302-
sanctions-hit-iran-struggles-to-make-cancer-drugs.
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access to international medical supplies has degraded the quality of healthcare

services.

e Tabriz (Northern Iran): A developed urban area grappling with restricted access to

advanced medical resources, further exacerbating healthcare challenges.

e Kermanshah (Western Iran): Near the Iragi border, this region faces dual pressures

from conflict-induced trade limitations and economic struggles.

e Isfahan (Central Iran): As a populous and historically significant city, sanctions and

economic challenges have eroded its capacity to deliver robust healthcare services.

e Mashhad (Eastern Iran): Located near Afghanistan and Pakistan, Mashhad faces

additional strain from refugee influxes, compounding limitations in medical support.

These regional disparities underscore the complex nature of Iran's humanitarian crisis and

highlight the importance of tailored interventions.

Regions of Iran
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As of the latest information, Iran's predicament remains complex and dynamic, influenced by
both external sanctions and internal policies. The humanitarian needs, especially in terms of
healthcare, are expected to remain significant. In regions where the economic and policy
environment is relatively more stable, there may be opportunities to mitigate humanitarian
needs through improved delivery of healthcare services and support for livelihoods. However,
the overarching situation is likely to continue challenging the ability to maintain effective

humanitarian assistance and financial flows within Iran.

HUMANITARIAN PRIORITIES

Aligned with the United Nations Sustainable Development Cooperation Framework (UNSDCF)
for Iran (2023-2027), the approach towards addressing Iran's humanitarian and development
needs encompasses a strategic, multi-faceted vision. This framework, developed in
partnership with Iranian authorities and various stakeholders, outlines key areas of focus and
the required interventions to address the pressing needs of the Iranian population. For the
duration of the UNSDCF, the following priorities have been set, reflecting both immediate

humanitarian needs and long-term development goals*:

e Healthcare System Strengthening: Efforts to enhance Iran's healthcare infrastructure,
including improving access to medical supplies and essential health services,

particularly in underprivileged and remote areas.

e Economic Resilience and Livelihood Support: Initiatives to support economic stability,
focusing on marginalized communities through livelihood programs and financial

assistance.

e Environmental Protection and Sustainability: Projects aimed at addressing
environmental challenges, promoting sustainable resource use, and protecting Iran’s

diverse ecosystems.

4 United Nations. (2023). United Nations Sustainable Development Cooperation Framework (UNSDCF) for Iran 2023 -
2027, available at https://iran.un.org/sites/default/files/2023-02/UNSDCF%20for%201ran%202023-2027_0.pdf.
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e Disaster Preparedness and Response: Strategies and programs to better prepare for,
mitigate, and respond to natural disasters, considering Iran's vulnerability to events like

earthquakes.

e Education and Capacity Building: Investment in education and training programs to

improve literacy, vocational skills, and overall educational outcomes.

e Combating Drug-Related Issues: Measures to tackle the societal and health impacts of

drug use and trafficking, including rehabilitation programs and awareness campaigns.

e Social Services and Basic Needs Provision: Distribution of essential items and provision
of basic services to vulnerable populations, including food, water, shelter, and

sanitation facilities.

e Legal and Civil Documentation Assistance: Support for individuals needing assistance

with legal documentation, property rights, and related legal matters.

e Psychosocial Support and Protection Services: Programs addressing the psychosocial
needs of affected populations, including mental health services and support for

survivors of violence.

e Infrastructure Development: Investments in building and repairing key infrastructure to

improve access to services and enhance quality of life.

e Community Engagement and Empowerment: |nitiatives that encourage community
participation in decision-making processes and development projects, fostering social

cohesion®.

These objectives are interlinked, with progress in one area supporting advancements in others.
The UNSDCF serves as the strategic framework guiding both humanitarian and development
funding, ensuring that efforts are not only aimed at immediate relief but also at sustainable,

long-term improvements in Iran's social, economic, and environmental sectors.

5 United Nations (2023), id.

HEALTH DIPLOMACY™
Risk Management Guide for Humanitarian Aid to Iran & Other Sanctioned Nations

Page 13 of 68



GLOBAL SHEIKH HAMDAN
‘ STRATEGIC AL MAKTOUM
‘ INTELLIGENCE ADVISORY Eiiis®

The framework reflects a comprehensive understanding of the various challenges Iran faces,
aiming to address these through coordinated efforts that bring together a range of
stakeholders, including government bodies, international organizations, NGOs, and local

communities.

HUMANITARIAN OPERATIONS & FINANCIAL ACCESS

In Iran, humanitarian actors, including NGOs like ICCS, Médecins Sans Frontieres (MSF), and
United Nations agencies, play a vital role in addressing the diverse needs of vulnerable
populations. These organizations focus on areas such as healthcare provision, especially to
marginalized groups including Afghan refugees, drug users, and sex workers. Their activities
range from running clinics offering comprehensive medical services, including mental health
support, in areas like south Tehran and Mashhad, to partnering with local organizations for
broader outreach. Humanitarian interventions require careful coordination with local and
national authorities and are adapted to the specific context of Iran, considering its unique
challenges and needs. These operations necessitate access to a range of financial services to
support in-country activities, including local office expenditures and program-specific needs
like building shelter facilities or providing medical care. Ensuring financial access for these
humanitarian activities in Iran involves navigating formal banking channels and other financial

arrangements in compliance with international and national regulations®.

According to the Financial Action Task Force (FATF), Money or Value Transfer Services (MVTS)
in Iran include financial activities involving the acceptance and transfer of monetary value in
various forms. These services, essential for remittances and other transactions, can involve
intermediaries and may lead to payments to third parties. They might use traditional methods
like hawala, an informal channel popular in Middle Eastern regions, adapting to modern
payment systems. These services are integral to facilitating financial flows within the Iranian
context, particularly given the complexities of the international banking environment and

sanctions.

6 Heiat, Saumaun. (2020). Under Sanctions, Iran’s Black Market for Medicine Grows, available at
https:/www.atlanticcouncil.org/blogs/iransource/under-sanctions-irans-black-market-for-medicine-grows/
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One notable outcome has been the resurgence of an Iranian medical black market that had
remained largely inactive following the implementation of the Joint Comprehensive Plan of
Action (JCPOA) in 2015. This resurgence, which has taken place since the U.S. withdrawal from
the JCPOA, can be attributed to a combination of factors including hyperinflation, disruptions
in the supply chain due to sanctions, internal governmental mismanagement, and the ongoing
challenges posed by the coronavirus pandemic. While essential medical supplies and
equipment are technically exempt from U.S. sanctions through humanitarian provisions, their
accessibility is significantly hindered by the broader impact of sanctions on Iran's financial and
commercial sectors. This includes limitations in banking operations, reduced manufacturing
and trading capabilities, particularly with European counterparts, and a scarcity of foreign

exchange reserves.

STRATEGIC RECOMMENDATIONS FOR ADDRESSING CHALLENGES

To improve humanitarian outcomes in Iran, this Guide will focus on several areas of

comprehensive approach, including but not limited to:

e Enhancing Supply Chains: Establishing neutral intermediaries, such as Oman, to
facilitate the trans-shipment of goods and funds can mitigate logistical and financial
barriers. Oman's stable diplomatic relations and geographic proximity make it an ideal

partner for such efforts.

e Expanding Humanitarian Exemptions: Advocacy for broader exemptions within U.S.,

U.N., and E.U. frameworks is essential to ensure uninterrupted delivery of aid.

e Leveraging Health Diplomacy: Initiatives like Humanitarian Healthcare Diplomacy can

foster dialogue, improve international relations, and prioritize healthcare needs.

e Strengthening Financial Infrastructure: Developing compliance frameworks that align
with anti-money laundering (AML) and combating the financing of terrorism (CFT)

protocols can facilitate secure and transparent financial transactions.

e Increasing Collaboration: Enhanced coordination between governments, NGOs, and
private sector actors is critical for scaling up humanitarian efforts while adhering to

sanctions.
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2. Legal & Regulatory Considerations

FINANCIAL SANCTIONS & RISK

Iran’s sanctions environment is characterized by a complex array of restrictive measures
imposed by the U.N., E.U., and U.S., each with distinct objectives, scope, and implementation
frameworks. These sanctions, often referred to as "targeted actions,” encompass financial,
economic, and sectoral restrictions that pose significant challenges for humanitarian

organizations and financial institutions.

TYPES OF SANCTIONS

1. Targeted Sanctions: These pinpoint specific individuals and entities associated with the

Iranian government or activities raising concerns.

2. Economic Sanctions: These restrictions limit access to Iranian funds, economic
resources, and participation in international financial markets, making international

financial transactions for Iranian organizations difficult.

3. Sectoral Sanctions: These focus on specific Iranian economic sectors, such as oil and

gas or certain industrial activities.

MOTIVATIONS BEHIND SANCTIONS

e Policy Change: Sanctions aim to influence Iran’s behavior, particularly in areas such as

nuclear proliferation and regional destabilization.

e Resource Limitation: Restricting Iran’s access to resources that may support activities

of international concern, such as terrorism or human rights abuses.

e Diplomatic Messaging: Serving as a symbolic tool to express international disapproval

of Iran’s actions.
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e Asset Protection: Preventing the misuse of Iranian assets, including misappropriated

government funds.

SANCTIONS FRAMEWORK COMPARISON

Category

U.S. (OFAC)

E.U. (European Council)

U.N. (Security Council)

systems, oil, and trad

than U.S. sanctions

Governing U.S. Department of the | European Council and United Nations Security

Body Treasury — OFAC European Commission Council (UNSC)
Comprehensive Targeted sectoral and Broad sanctions

Scope of unilateral sanctions individual sanctions; authorized by UNSC

Sanctions targeting financial less comprehensive resolutions; vary by

case

Humanitarian
Exemptions

Includes food, medicine,
and medical devices

Humanitarian carveouts
for essential goods

Resolutions often allow
humanitarian
exceptions

Licensing
Mechanism

Specific licenses (e.g.,
General License N-2)

must be obtained for
some activity

Individual E.U. states or
E.U.-wide mechanisms
may allow
authorizations

Exceptions are typically
built into the language
of the UNSC resolution

OFAC enforces
compliance through

Enforced by national

Member states are

long license timelines

clarity

Enforcement penalties, authorities in each E.U. respon5|ble for .
Agency ; L implementation;

investigations, and member state .

. enforcement varies

audits

Over-compliance / Fragmentation between Weak en_forC('ement
Common de-risking by banks member states, lack of mechanisms;
Challenges y ’ ’ dependent on member

state compliance

HISTORICAL CONTEXT

Sanctions on lIran intensified in the late 2000s and early 2010s, culminating in the Joint

Comprehensive Plan of Action (JCPOA) of 2015, which temporarily eased restrictions. However,

the U.S. withdrawal in 2018 led to a resurgence of severe sanctions, significantly impacting

Iran's economy and complicating humanitarian efforts. The current sanctions environment in

Iran is a complex and ever-evolving maze. Humanitarian organizations face a daunting task in
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navigating these restrictions while ensuring their aid reaches those in dire need.
Understanding exemptions for humanitarian activities and implementing robust due diligence

procedures are critical for operating within the boundaries of these sanctions.

NAVIGATING SANCTIONS TO DELIVER AID

Delivering humanitarian aid to Iran while complying with international sanctions and Iranian
regulations presents a complex challenge for both financial institutions and aid organizations.
Exploring how to structure these activities and the processing of related funds to ensure they
reach those in need without violating any restrictions, while challenging, can be performed in

a way that still forwards the policy initiatives that ignited the sanctions to begin with.

CHALLENGES IN THE FINANCIAL LANDSCAPE

e Limited Banking Channels: Sanctions, particularly those imposed by the U.S,
significantly restrict access to traditional banking channels in Iran. Many Iranian banks,
including the largest ones, are subject to sanctions and blacklisted, making it difficult

to transfer funds through the formal financial system.

e Sanctioned Entities: The expansive scope of U.S. sanctions creates uncertainty for

financial institutions, even when dealing with non-sanctioned entities.

e Currency Constraints: International sanctions, particularly those on the U.S. dollar and
Euro, make it challenging to conduct large-scale humanitarian operations within Iran

using these currencies through the remaining banking system.

e Strict Compliance Requirements: E.U. and U.S. sanctions regulations impose
restrictions on the types of financial services provided in Iran. This includes limitations
on establishing new correspondent banking relationships, making it difficult for some

banks to facilitate humanitarian aid transfers.

e Risk Management Aversion: Past enforcement actions against banks for inadequate
sanctions compliance have led many financial institutions to be extremely cautious
when dealing with Iran. This risk aversion can further limit access to traditional banking

channels for humanitarian aid.
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SOLUTIONS & MITIGATION STRATEGIES

e Understanding Exemptions: Humanitarian exemptions exist under the U.S., U.N., and
E.U. sanctions regimes, such as OFAC General Licenses N-1 and N-2’ for

COVID-19-related aid.

e Alternative Channels: Exploring alternative channels for transferring funds, such as
OFAC licensure for humanitarian aid to Iran, U.N. designated banks or specialized NGOs

with experience operating in sanctioned environments, might be necessary.

e Robust Due Diligence: Implementing robust supply chain and financial mechanics due
diligence procedures and systems on partner organizations and beneficiaries in Iran is

essential to ensure compliance with sanctions and mitigate risks.

e Clear Communication: Maintaining clear and open communication with relevant
authorities, including Iranian government bodies and financial institutions, can help

build trust and facilitate the smooth transfer of humanitarian aid funds.

CORRESPONDENT BANKING RESTRICTIONS

The decline of correspondent banking relationships, a system where one bank facilitates
transactions for another in different locations, significantly impacts delivering humanitarian
aid to Iran. This system is vital for international financial transactions, especially for NGOs
operating globally. Sanctions on Iran have caused a decrease in correspondent banking
options, creating challenges for aid delivery. Fewer channels for transferring funds into Iran
limit options and potentially delay getting aid to those in need. Additionally, increased
transaction costs due to limited banking choices can divert resources away from actual
humanitarian programs. The complex and limited banking channels can also create delays in
transferring funds, hindering the timely delivery of critical assistance. Finding alternative
channels for transferring aid funds while ensuring compliance with sanctions regulations is

crucial to overcome these limitations.

7 General License N-2, renewed in June 2023, remains the most up-to-date legal pathway for COVID-19-related and
healthcare humanitarian aid. As U.S.-Iran negotiations evolve, experts speculate the license may be expanded to
include broader health-focused relief efforts under Treasury oversight.
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SANCTIONS COMPLIANCE

International sanctions create a complex landscape for humanitarian organizations delivering
aid to Iran. Understanding who needs to comply with these sanctions is crucial for navigating

this environment and ensuring aid reaches those in need.

Humanitarian organizations must adhere to stringent sanctions compliance protocols to

operate in Iran effectively. This includes:

o Identifying Applicable Regulations: Organizations must understand the scope of

sanctions from all relevant jurisdictions (e.g., U.S., E.U., U.N.).

e Ensuring Due Diligence: Verifying that aid recipients are not designated on sanctions
lists (e.g., OFAC SDN List) and avoiding activities that could indirectly benefit

sanctioned entities.

e Mitigating Secondary Sanctions: Avoiding transactions that could trigger secondary

sanctions, such as engaging with Iranian oil or government sectors.

All humanitarian organizations, regardless of structure (international organizations, charities,
NGOs) or funding source (government or private), must comply with relevant sanctions when
delivering aid to Iran, including even individual staff members working for these organizations.
Citizens from countries with sanctions on Iran, such as the U.S., UK, or E.U., also need to

comply even if they are working for a non-sanctioned organization or in a third country.

Furthermore, entities or bodies tasked with delivering humanitarian aid in Iran that are directly
or indirectly funded by the E.U. or U.S. budgets are subject to their respective sanctions
regimes. Humanitarian organizations might also be subject to sanctions based on their
specific activities in Iran, such as the nationality of their staff, the origin of goods used in
programs (particularly US-origin goods), or the currency used for transactions (e.g., U.S.
dollars). In addition to these considerations, humanitarian organizations must comply with
relevant U.N. Security Council resolutions, particularly those related to designated terrorist

organizations.
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This guide explores the possibility of licenses and exemptions for certain activities potentially
restricted by sanctions in Section 5. By understanding these requirements, humanitarian
organizations can ensure they deliver aid to Iran effectively and in accordance with all

applicable regulations.

APPLICATION OF SANCTIONS

Understanding who and what are subject to U.S. and E.U. sanctions when delivering
humanitarian aid to Iran is crucial. These sanctions are outlined in specific regulations and

laws, but they can be broad and apply in various scenarios:

e Individuals: U.S. and E.U. citizens and permanent residents are subject to sanctions

regardless of their location.

e Organizations: Companies, NGOs, and other entities established under U.S. or E.U. law

are also subject to sanctions.

e Location: Individuals and organizations physically located in the U.S. or E.U. are subject

to sanctions, regardless of nationality.

e Assets: Certain assets and property held can be restricted, including vessels, real
estate, and bank accounts, among others. In the U.S., the terms “property” and
“property interest” include checks, merchandise, trademarks, annuities, and a broad

array of other interests as defined in U.S. law.

e Subsidiaries: Branches of U.S. and E.U. companies or entities operating worldwide are

also included.

SECONDARY SANCTIONS

The concept of "secondary sanctions" is particularly important. These are U.S. sanctions
targeting non-U.S./E.U. entities (e.g., companies in the Middle East) that engage in certain
activities with Iran, even if the activity itself wouldn't violate U.S. law directly. These activities
can involve specific sectors, like providing refined fuel to Iran, or transactions with sanctioned

individuals or entities. One of the key threats is the potential for non-U.S./E.U. persons to be
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sanctioned, and thus, cut-off from the U.S. financial system if they violate these secondary

sanctions.
Some examples of U.S. Secondary Sanctions in Iran are:

e Transactions with sanctioned individuals or entities related to weapons of mass

destruction or counter-terrorism concerns.
e Transactions with specific Iranian officials or government entities.
e Transactions linked to human rights abuses in Iran.

e Transactions facilitating ties between Iran and Syria.

Oil and refined petroleum transactions involving Iran.

SANCTIONS & HUMANITARIAN ORGANIZATIONS

While the focus isn't on humanitarian actors, there's a potential for increased risk if activities
appear more like reconstruction than humanitarian assistance (e.g., rebuilding
government-controlled infrastructure). In such cases, it's crucial to consult the latest U.S.

guidance and potentially seek legal advice for these especially complex fact scenarios.

By understanding who is subject to sanctions and the concept of secondary sanctions,
humanitarian organizations can ensure their aid delivery to Iran complies with all relevant

regulations.

HUMANITARIAN AID BENEFICIARIES

Before delivering aid to Iran, humanitarian organizations and banks need to conduct thorough
checks to ensure aid reaches those in need and avoids violating sanctions. This involves

verifying several key aspects:

e Sanctioned Recipients: Are the intended recipients on any sanctions list, including the

E.U., UK, U.S., or similar entities with asset freezes or travel bans?
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e Indirect Benefits: Could the aid directly or indirectly benefit a sanctioned person or

organization?

e Prohibited Activities: Is the planned activity prohibited under sanctions? For example,
U.S. sanctions might classify certain reconstruction efforts in government-controlled

areas as a violation.

MINIMIZING SANCTIONS RISKS

Due diligence is essential to minimize the risk of violating sanctions. There's no single

standard, as the appropriate level depends on several factors:

e Project Complexity: The size and complexity of the aid project.
e Delivery Partners: The organizations involved in delivering the aid.

e Sanctions Exposure: The likelihood of encountering a sanctioned actor, directly or

indirectly.
e Location: The geographic areas where the aid will be delivered.

e Payment Chain: The entities involved in transferring the aid funds.

U.S. DUE DILIGENCE CONSIDERATIONS

The U.S. president is given broad authority to impose sanctions under an act of Congress, such
as the International Emergency Economic Powers Act (IEEPA) or the Trading with the Enemy
Act (TWEA). Under the act, the president imposes sanctions by executive order. Statutes and
Executive Orders are then further implemented by enacting regulations. (For example,

Executive Order 13622 authorizing Iran sanctions based on the IEEPA authority).

1. OFAC is the agency within the U.S. Department of the Treasury responsible for
implementing financial sanctions. It may work in consultation with other agencies,
such as the Department of State. A core component of OFAC sanctions is the

“Specially Designated Nationals and Blocked Persons” list, or SDN list. The SDN list
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contains the names and identifiers of individuals, companies, vessels, and other

entities whose assets are to be blocked or frozen.

2. The U.S. has the Bureau of Industry and Security (BIS). The BIS is within the
Department of Commerce. It maintains the Denied Persons List, which is a list of
persons for whom export privileges have been denied. The BIS also administers the
Export Administration Regulations (EAR). The EAR applies to commodities, technology,

software, and other items subject to export controls.

3. Section 311 of the USA PATRIOT Act directs the Treasury Department to designate a
financial institution or jurisdiction as being of “Primary Money Laundering Concern”
based on numerous jurisdictional and institutional factors, including the extent to
which the institution is used to facilitate or promote money laundering. While Section
311 is not technically a sanction, the results of Section 311 measures can be just as
severe as sanctions because it prohibits U.S. financial institutions from providing
products or services to other financial institutions that in turn provide products or

services to one of the designated institutions or jurisdictions of concern.
4. For Iran:
a. Executive Order 13902 (January 10, 2020);

b. Iranian Transactions and Sanctions Regulations (ITSR), 31 C.F.R. Part 560, ITSR, §
560.204, ITSR, § 560.410, ITSR, § 560-530, ITSR, § 560-532, ITSR, § 560-533;

c. lranian Transactions and Sanctions Regulations, 31 C.F.R. Part 560 - GENERAL
LICENSE 31 C.F.R. 560.530(a)(3) Authorizing the exportation or re-exportation of
medicine and medical devices to Iran - List of Medical Devices Requiring

Specific Authorization (updated February 2, 2017);

d. Executive Order 13902 of January 10, 2020, Imposing Sanctions with Respect to
Additional Sectors of Iran - GENERAL LICENSE L Authorizing Certain
Transactions Involving Iranian Financial Institutions Blocked Pursuant to

Executive Order 13902 (October 8, 2020);
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e. lranian Transactions and Sanctions Regulations, 31 CFR part 560 & Global
Terrorism Sanctions Regulations 31 CFR part 594 - GENERAL LICENSE NO. 8A
Authorizing Certain Humanitarian Trade Transactions Involving the Central Bank

of Iran or the National Iranian Oil Company (October 26, 2020);

f. Iranian Transactions and Sanctions Regulations, 31 CFR part 560 & Global
Terrorism Sanctions Regulations 31 CFR part 594 - GENERAL LICENSE N-1
Authorizing Certain Activities to Respond to the Coronavirus Disease 2019

(COVID-19) (June 10, 2022);

g. lIranian Transactions and Sanctions Regulations, 31 CFR part 560 & Global
Terrorism Sanctions Regulations 31 CFR part 594 - GENERAL LICENSE N-2
Authorizing Certain Activities to Respond to the Coronavirus Disease 2019

(COVID-19) (which replaced N-1 that your license was issued to) (June 14, 2023);

h. OFAC FAQs 821-824, 828, 906-907, & 910.

E.U. DUE DILIGENCE CONSIDERATIONS

1. EU’s Restrictive Measures are prepared by the European External Action Service and

agreed upon by the Council of the E.U..

2. The measures are adopted to “bring about a change in policy or conduct of those
targeted with a view to promoting the objectives of the [EU’s] Common Foreign and
Security Policy [CFSP]”

3. The E.U. aims to adopt sanctions in a manner that conforms to international law and is
especially concerned with sanctions that may negatively impact human rights,

fundamental freedoms, and the general well-being of persons.

4, Prior to going to the CFSP, the proposed sanction is examined and discussed by a
Regional Preparatory Body. Next, it works its way through the Working Party of Foreign
Relations Counsellors (RELEX), the Political and Security Committee (PSC), and the
Committee of Permanent Representatives (COREPER Il). After making it that far, the
resolution must be unanimously adopted by the CFSP. Upon being published in the

Official Journal of the E.U., the sanction goes into effect.
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5. As a matter of policy, the E.U. implements all sanctions enacted by the U.N. Security
Council, but Members are required to adopt their own legislation for monitoring and

enforcing sanctions.

Within the E.U. framework, two key provisions of Council Regulation 36/2012 are important:

e Article 27a: This prohibits knowingly and intentionally participating in activities that

circumvent sanctions regulations.

e Article 28: This protects individuals or organizations from liability if they were unaware,

and had no reasonable cause to suspect that their actions violated sanctions.

FATF DUE DILIGENCE CONSIDERATIONS

FATF is an intergovernmental organization established in 1989 with the primary objective of
combating money laundering, terrorist financing, and other threats to the integrity of the
international financial system. The FATF sets global standards and guidelines for AML/CFT
measures, providing a comprehensive framework for countries and financial institutions to

prevent illicit financial activities.

The FATF's guidelines for AML and CFT are structured around a set of recommendations
known as the FATF 40 Recommendations, which serve as the international standard for
combating money laundering and terrorist financing. These recommendations cover a wide
range of areas related to AML/CFT, including legal and regulatory frameworks, preventive

measures, financial intelligence, and international cooperation.
FATF publishes the following:
e Blacklist: A list of countries that FATF has determined are non-cooperative in the

international fight against money laundering and terrorist financing®. Current Blacklist

countries include Democratic People's Republic of Korea, Iran, and Myanmar.

8 Financial Action Task Force (FATF). (2024). High-Risk Jurisdictions Subject to a Call for Action (i.e. blacklist”),
available at https:/www.fatf-gafi.org/en/countries/black-and-grey-lists.html.
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e Greylist: A list of countries that FATF has determined do not merit inclusion on the
blacklist but have strategic deficiencies in their anti-money laundering and
counterterrorism financing regimes. Additionally, these countries have not made
sufficient progress or otherwise committed to action plans to address the deficiencies
identified by FATF. Ongoing failure to address these deficiencies could eventually result
in being moved from the greylist to the blacklist. Current Greylist countries include
Algeria, Angola, Bulgaria, Burkina Faso, Cameroon, Co6te d'lvoire, Croatia, Democratic
Republic of Congo, Haiti, Kenya, Lebanon, Mali, Monaco, Mozambique, Namibia, Nigeria,
Philippines, South Africa, South Sudan, Syria, Tanzania, Venezuela, Vietnam, and

Yemen?®.

e Mutual Evaluation Reports (MERs): Used to evaluate country compliance with
recommendations. MERs consider, among other things, a country’s regulatory
requirements, supervisory framework of financial institutions, sanctions regimes,
international cooperation, and, most importantly, implementation and adherence to

FATF’s recommendations.

° Financial Action Task Force (FATF). (2024). Jurisdictions Under Increased Monitoring (i.e. “greylist”), available at
https:/www.fatf-gafi.org/en/countries/black-and-grey-lists.html.
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3. Navigating Aid Transactions

When facilitating aid to Iran, banks and humanitarian organizations must understand the
complexities of the transaction process and the various strategies to ensure successful fund
and goods transfers. One effective approach involves trans-shipping goods and funds through
neutral countries like Oman, which maintains good relations with the U.S., E.U., and Iran,

thereby offering a viable pathway for navigating sanctions-related challenges.
Considerations that need to be considered in aid transactions are:

e Currency and U.S. Financial System: What currency is being used? Will the transaction
require clearing through the U.S. financial system, potentially triggering U.S. sanctions

regulations?

e Applicable Sanctions Regimes: Which sanctions regimes apply? This could involve

terrorism financing, individual designations, or Iran-specific restrictions.

e Sanctions Compliance and Exemptions: Are the planned activities restricted under
these sanctions? If so, can a specific license be obtained, or do humanitarian

exemptions apply?

e Sanctions Screening: Are any parties involved in the transaction sanctioned? Thorough

screening against designated persons lists is crucial.

e Government Involvement: Is there any involvement from the Iranian government or

designated terrorist actors?
e Beneficiary Identification: Who will ultimately receive the aid?

e Adverse Media: Is there any negative media coverage associated with any parties

involved, suggesting potential links to sanctioned actors?

e Location Restrictions: Do any counter-terrorism or security regulations restrict

activities in specific areas? If so, are there humanitarian exemptions?
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e Goods and Export Controls: Are any goods involved? Do they fall under export control

regulations or U.S. origin thresholds?

e Ancillary Activities: What additional activities are necessary, such as purchasing SIM

cards, and how do they comply with regulations?

e Fuel Restrictions: How will the organization address potential limitations on accessing

fuel for humanitarian operations?

e Reputational Risk Assessment: What reputational risks could arise from the

transaction or related activities?

e Local Humanitarian Needs: Geopolitical considerations and global response of other

countries.

BANKING IRAN-RELATED TRANSACTIONS

Central to the lIranian banking system is the Central Bank of Iran (CBI), which oversees
monetary policy and manages financial operations. However, the CBI is sanctioned by OFAC,
limiting its ability to directly participate in humanitarian transactions. As a result, such
transactions are typically conducted using frozen Iranian assets held in international
jurisdictions under licenses issued by OFAC or similar regulatory bodies. This reliance on
frozen assets necessitates careful compliance planning and risk management by humanitarian

organizations.

Accessibility and sanctions evasion create challenges and further complicate operations within
regions with limited government control, where local bank branches may be inaccessible. In
these scenarios, organizations often resort to non-bank payment channels to deliver aid
effectively. Additionally, the CBI enforces stringent regulations on foreign currency
transactions, cash withdrawals, and cross-border cash movements, requiring trade actors to
thoroughly understand these rules to ensure compliance. Local economic factors such as
fluctuating exchange rates and restrictions on foreign currency also present significant
hurdles. To navigate these complexities, careful planning and alignment with international

regulatory standards are essential for ensuring aid reaches those in need effectively and

HEALTH DIPLOMACY™
Risk Management Guide for Humanitarian Aid to Iran & Other Sanctioned Nations

Page 29 of 68



GLOBAL SHEIKH HAMDAN
‘ STRATEGIC AL MAKTOUM
‘ INTELLIGENCE ADVISORY Eiiis®

lawfully. And, either way, because of sanctions regulations, humanitarian aid cannot pass

through local channels anyway.

FUNDS TRANSFERS

The transfer and management of funds for humanitarian aid in Iran demand strategic planning
due to the constraints imposed by sanctions and the fragile financial environment. Given the
risks of large, sporadic payments, regular transfers of smaller amounts with third-party
oversight can mitigate potential misuse. Humanitarian aid transactions often rely on frozen
Iranian assets released under specific licenses, rather than funds sourced from the CBI,
ensuring compliance with OFAC and other sanctions regimes. A critical lesson from the Iraq
Oil-for-Food Program scandal of the 1990s is the importance of delivering aid in the form of
tangible goods rather than financial transfers, which reduces the risk of funds being diverted

for unauthorized purposes.

The Irag humanitarian aid scandal of the 1990s revolved around the United Nations
Oil-for-Food Program (OFFP), which was established in 1995 to alleviate the humanitarian
crisis resulting from comprehensive international sanctions imposed on Iraq following its 1990
invasion of Kuwait. Intended to provide critical relief to the Iragi population, the program
instead became a notorious example of mismanagement and corruption, exposing deep flaws

in the global aid system.

The U.N. sanctions on Iraqg were some of the most severe in history, restricting the country’s
capacity to trade internationally and leading to widespread shortages of food, medicine, and
essential goods. The OFFP permitted Iraq to sell oil under U.N. supervision, with proceeds
earmarked for humanitarian goods and reparations for Kuwait. However, Saddam Hussein’s
regime exploited the program’s vulnerabilities to divert billions of dollars from oil revenues.
These funds, meant to alleviate suffering, were instead funneled into luxury items, personal
wealth, and military programs. Corruption flourished as international companies, politicians,
and even U.N. officials engaged in kickbacks and bribes, undermining the program's

humanitarian goals.
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The Iragi government manipulated oil contract pricing, overcharging buyers and requiring
kickbacks that were deposited into regime-controlled accounts. Similarly, humanitarian aid
contracts were inflated, with suppliers agreeing to divert portions of the contract value back
to the regime. The lack of robust oversight and accountability mechanisms enabled these
activities to persist unchecked. Limited auditing, poor transparency, and inadequate
enforcement allowed corruption to thrive, leaving large portions of the lIragi population
without access to the essential goods the program was meant to provide. Consequently,
malnutrition, shortages of medical supplies, and deteriorating living conditions continued to

plague Iraqgis.

An investigation led by Paul Volcker, former chairman of the U.S. Federal Reserve, uncovered
the extent of the corruption within the OFFP. The 2005 Volcker Report revealed that over
2,200 companies were involved in illicit transactions, with $1.8 billion in kickbacks funneled to
the Iraqi regime. The report also exposed significant failures in U.N. management and
oversight, implicating numerous U.N. officials and international business figures. The scandal
severely damaged the credibility of the U.N. and highlighted systemic vulnerabilities in global

aid distribution.

The lessons from this scandal are critical for modern humanitarian aid initiatives. Effective
oversight mechanisms, transparency, and accountability are essential to prevent the misuse of
aid funds. Risk mitigation strategies must address vulnerabilities in aid programs, particularly
in politically volatile and sanctioned regions. The Irag humanitarian aid scandal serves as a
stark reminder of the importance of stringent due diligence, third-party oversight, and robust
safeguards to ensure that humanitarian aid reaches its intended recipients and does not

exacerbate existing crises.

BANK ACCESSIBILITY

Accessing banking services for Iran-related transactions poses significant challenges for
humanitarian actors, especially in regions under heightened security risks or with limited
infrastructure. The sanctioned status of the Iranian government and state-owned entities

further complicates the ability to conduct transactions through formal banking channels, since
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outside banking institutions do not want to take on the regulatory risks of fines and sanctions

on them.

In response to difficulties inside Iran, organizations and those that try to evade sanctions
often rely on informal non-banking networks such as hawala systems or Money Value Transfer
Services (MVTS). While these channels are sometimes the only viable options in high-risk
jurisdictions, they require rigorous due diligence and compliance measures to mitigate risks
associated with money laundering, sanctions violations, and potential misuse of funds. In
order to perform Iran humanitarian aid, stringent adherence to both local and international
financial regulations, combined with careful evaluation of partner organizations and payment

systems, is essential for maintaining the integrity of aid delivery and avoiding censure.

KEY CHALLENGES & RISK FACTORS

Humanitarian actors should conduct detailed risk assessments for all payment channels,
keeping comprehensive records of these evaluations. Ensuring traceability and transparency in
fund movements is crucial, with a preference for formal financial systems when feasible.
However, in areas where non-banking channels are necessary, attention should be paid to
potential risks like money laundering or sanctions violations, and appropriate mitigation
measures should be applied. Due diligence, including assessing partners and payment routes,
should be factored into planning. These factors should consider resource and timeline
constraints. NGOs must define their risk appetite clearly, understanding that of partners,
banks, and donors, as each possess separate and distinct objectives in such projects. Banks
and financial institutions should recognize the necessity for NGOs to use non-banking options
in certain areas, as acknowledged by donors and governments. The Financial Action Task Force
(FATF) has highlighted the varying levels of risk associated with MVTS providers, which range
from small local shops to regional networks of post offices or banks. Understanding these
risks and applying appropriate oversight mechanisms are essential for facilitating safe and

effective humanitarian aid delivery in Iran.

Transferring humanitarian aid into Iran involves several key challenges and risks:
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e Delays in Payments: These often cause interruptions in program execution, increased
vulnerability to exchange rate fluctuations, and heightened security risks due to issues

like unpaid salaries and reliance on bulk cash movements.

e Non-Banking Channels Risks: Using channels like hawalas entails risks regarding their
regulation and potential involvement in activities like money laundering. The reliability
of these service providers is also a challenge, as some operate as general traders with
money transfers as a secondary activity. Moreover, this type of transfer is certainly

frowned upon or outright illegal in many jurisdictions.

e Banking Sector Limitations: Most international banks adopt cautious policies regarding
transfers surrounding Iran-related matters, leading to payment delays and rejections.
Additionally, restrictions on establishing new banking relationships and account
openings in Iran further complicate transactions. Most account opening questionnaires
now ask if the applicant will be doing any Iran-related transactions, likely causing a

rejection of the account altogether.

e Access to Banking Services: The conflict and regional dynamics have impacted the

banking sector, making branch networks less accessible in some areas.

e Regulatory Compliance: Monitoring compliance with anti-money laundering and
counter-terrorism financing regulations in a sanctioned environment is difficult,
reducing the willingness of international banks to process payments for humanitarian

purposes.

e Correspondent Banking Challenges: Ensuring that all banks in a transaction chain
understand and are comfortable with a specific transfer can be challenging and

time-consuming.

e Limited Payment Channels: The availability of payment channels is limited, and

beneficiary banks may not publicly disclose their routings.
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THE INTERMEDIARY APPROACH

The use of an intermediary can play a pivotal role in facilitating the transfer and distribution of
necessary funds and humanitarian aid for Iran, significantly mitigating the risks and challenges
associated with direct cash transfers in the payment channels. Intermediaries serve as neutral
conduits, ensuring that transactions comply with international sanctions while maintaining
transparency and accountability. By leveraging intermediaries, humanitarian organizations can
navigate the complexities of financial and logistical operations in a sanctioned environment

like Iran, providing a more reliable and effective pathway for aid delivery.

One critical advantage of employing intermediaries is the ability to reduce the risk of
misapplied or misdirected funds. Given the extensive corruption and resource diversion risks
in high-sanctions environments, intermediaries can implement stringent financial controls,
such as third-party audits and real-time transaction monitoring, to ensure that funds are used
solely for their intended purposes. This approach aligns with international best practices and

risk mitigation strategies, safeguarding against the misuse of humanitarian resources.

Moreover, intermediaries can facilitate the direct delivery of goods and services to the
intended recipients, bypassing potentially problematic local systems. For example, medical
supplies, food, and other essential items can be procured by intermediaries and shipped
directly to designated hospitals, aid organizations, or small village community centers within
Iran. This not only ensures that the aid reaches those in need but also minimizes the risk of
diversion or exploitation by sanctioned entities or individuals. Additionally, intermediaries can
coordinate with international donors, NGOs, and local partners to identify critical needs,
optimize supply chains, and maintain compliance with relevant legal and regulatory

frameworks.

Intermediaries also offer the flexibility to utilize alternative payment mechanisms, such as
barter systems or third-country financial arrangements, to circumvent banking restrictions and
facilitate transactions. For instance, goods could be shipped directly from the intermediary’s
location to the recipient without relying on traditional banking routes that may be subject to

sanctions. By handling logistics and financial operations externally, intermediaries can ensure
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the seamless flow of aid while adhering to sanctions regulations and mitigating risks

associated with currency constraints or restricted banking access.

The intermediary approach represents a strategic and practical solution for navigating the
challenges of humanitarian aid delivery in sanctioned environments like Iran. By ensuring
transparency, accountability, and compliance, intermediaries can effectively bridge the gap
between international donors and vulnerable populations, enabling the timely and efficient
provision of essential goods and services. This approach underscores the importance of
innovative strategies and robust oversight in overcoming the complexities of delivering aid in

high-risk jurisdictions.

U.S. FINANCIAL SYSTEM COMPLIANCE

On October 25, 2019, the U.S. Departments of State and the Treasury introduced a new
humanitarian framework to assist foreign governments and financial institutions in
establishing payment mechanisms for humanitarian exports to Iran. This framework aims to
ensure that critical humanitarian goods (such as agricultural commodities, food, medicine, and
medical devices) reach Iranian populations in need, while adhering to robust compliance and
due diligence standards to mitigate associated risks. While the U.S. has long maintained broad
exceptions and authorizations for humanitarian trade with Iran, including those provided by
OFAC General Licenses 8-A and N-2, this additional framework offers a voluntary mechanism

designed to enhance transparency and accountability in such transactions.

A central feature of this humanitarian framework is the emphasis on enhanced due diligence.
Participating governments and financial institutions are required to implement stringent
measures to address the elevated risks inherent in transactions involving Iran. These measures
include transaction monitoring, sanctions screening, and identification of sanctions evasion
typologies. The framework is available for use by U.S. persons, U.S.-owned or -controlled
foreign entities, and other non-U.S. persons, provided they comply with existing U.S. regulatory
requirements, including those under the Trade Sanctions Reform and Export Enhancement Act

of 2000 (TSRA) and its implementation through OFAC’s regulations.
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The framework is particularly relevant to the Humanitarian Healthcare Diplomacy Platform
outlined in this guide, serving as its backbone for ensuring a robust compliance infrastructure.
A risk-based approach to compliance is essential, encompassing AML, CFT, anti-bribery, and
KYC (know-your-customer) protocols. These components should be embedded throughout the
lifecycle of any humanitarian project or endeavor involving Iran. Enhanced due diligence must
extend beyond initial vetting, encompassing real-time transaction monitoring, thorough

documentation, and proactive risk assessments to address potential vulnerabilities.

In practice, the framework requires a layered compliance architecture tailored to the unique
challenges of delivering aid to Iran. For example, financial institutions must screen
transactions against sanctions lists, monitor for suspicious patterns indicative of sanctions
evasion, and identify high-risk counterparties. Humanitarian organizations and donors must
also implement stringent oversight to ensure that funds and goods reach their intended

beneficiaries without diversion or misuse.

The importance of this compliance framework cannot be overstated. It provides a structured
pathway for navigating the complexities of sanctions while enabling the delivery of life-saving
goods and services to Iranian communities. By integrating these principles into the
Humanitarian Healthcare Diplomacy Platform, stakeholders can build trust, foster international
cooperation, and ensure that humanitarian initiatives align with both legal requirements and
ethical imperatives. This approach exemplifies the intersection of compliance, diplomacy, and
humanitarian action, creating opportunities for meaningful engagement even in high-risk,

heavily sanctioned environments..
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4. Strategic Transaction Intermediaries

The Iranian banking system, including the CBI and other state-owned financial institutions, is
heavily sanctioned, particularly by OFAC. These sanctions significantly restrict the ability of
Iranian banks to engage in international transactions, thereby creating substantial barriers for
the movement of humanitarian aid. Consequently, outside financial channels and third-party
intermediaries are critical for facilitating the delivery of aid and ensuring the movement of

humanitarian funds into Iran.

Neutral countries, such as Oman, play an essential role in this context. With its stable
financial infrastructure and historically positive diplomatic relations with Iran, Oman can act
as a strategic intermediary to facilitate aid transactions that would otherwise be obstructed
by sanctions. By utilizing Oman or other similarly neutral jurisdictions, humanitarian actors can
circumvent direct engagement with sanctioned Iranian entities while still ensuring aid reaches
the intended recipients. For instance, intermediary nations can manage the trans-shipment of

goods or provide banking mechanisms to enable payments for humanitarian supplies.

This approach also mitigates the risk of funds being misapplied or misdirected within Iran’s
complex financial and regulatory environment. Instead of funneling aid dollars into Iran’s
sanctioned financial institutions, humanitarian efforts can focus on delivering goods directly to
hospitals, aid organizations, or local community centers. For example, intermediary nations
can oversee procurement processes and ensure that supplies such as medical equipment and
pharmaceuticals are shipped directly to their intended destinations. This minimizes the risk of
diversion, maximizes transparency, and ensures that humanitarian aid fulfills its purpose of

alleviating suffering and addressing critical needs.

The use of intermediaries also facilitates compliance with international regulations by allowing
humanitarian organizations to conduct transactions through banking systems that adhere to
global AML/CFT and sanctions compliance standards. These intermediaries can implement
enhanced due diligence measures, monitor transactions for irregularities, and ensure full

documentation to satisfy regulatory requirements.
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By leveraging strategic intermediaries, stakeholders can navigate the complexities of delivering
aid to Iran, ensuring compliance with international sanctions while upholding the humanitarian
imperative to provide relief to those in need. This model underscores the importance of
collaboration and innovation in addressing the challenges of humanitarian aid delivery in

sanctioned environments.

The following flowchart illustrates the typical pathway of humanitarian aid transactions

involving strategic intermediaries, with compliance and screening occurring at each stage.

Compliance STRATEGIC Compliance

e e e e

. INTERMEDIARY . BENEFICIARY
Screening Screening

AID

OMAN’S HISTORICAL CONTEXT

Oman's strategic positioning and its approach to foreign relations have earned it a reputation
as a stabilizing force and a mediator in the complex geopolitics of the Middle East. The history

of Oman showcases its unique stance as a neutral territory and a diplomatic intermediary.

MEDIATION & DIPLOMACY

Oman's role in the global community as a neutral territory is perhaps most evident in its
mediation efforts. It has played a significant role in facilitating talks between conflicting
parties in various regional disputes. Notably, Oman was instrumental in hosting secret talks
between the U.S. and Iran, which eventually led to the 2015 Iran Nuclear Deal. This act of
diplomacy highlighted Oman's ability to act as an intermediary trusted by both Western

powers and Iran.
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ECONOMIC & STRATEGIC INTERESTS

Oman’s neutral position is also reflected in its economic policies. The country has focused on
diversifying its economy and maintaining robust trade relations with a wide range of countries,
including those with conflicting interests. Oman's strategic location along key maritime routes
makes it an important player in the global energy market and trade, further reinforcing its role

as a neutral territory.

REGIONAL STABILITY & SECURITY

In a region often characterized by tension and conflict, Oman has consistently advocated for
peaceful resolution of disputes and regional cooperation. Its foreign policy is underpinned by
the principles of non-interference and peaceful coexistence. This stance has allowed Oman to
maintain good relations with its neighbors and major world powers, despite the complex and

often turbulent regional dynamics.

FOREIGN RELATIONS

Oman's approach to foreign relations, marked by neutrality, strategic diplomacy, and a
balanced engagement with global powers, positions it uniquely in the international arena. Its
ability to maintain cordial relations with diverse nations, including the U.S., E.U. countries, and
Iran, alongside its role in facilitating dialogue and mediating conflicts, mirrors the historical
role of Switzerland in Europe. As the global community faces increasingly complex challenges,

Oman's role as a neutral territory and a mediator continues to be of significant value.

IRAN

Oman has maintained a unique relationship with Iran, characterized by a pragmatic approach
that predates the 1979 Iranian Revolution. Despite the changes in Iran's political landscape,
Oman has consistently pursued a policy of engagement and dialogue with Tehran. This
approach is driven by geographical proximity, historical ties, shared energy interests, and a
strategic calculation to maintain regional stability. Oman's neutral stance has enabled it to act
as a facilitator of dialogue between Iran and other world powers, particularly in tense

situations.
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uU.S.

Oman's relationship with the U.S. dates back over two centuries, with the Treaty of Amity and
Commerce in 1833 marking the official start of diplomatic ties. This relationship was
significantly strengthened during the Cold War era when Oman, under the leadership of Sultan
Qaboos bin Said al Said, who ascended to the throne in 1970, embraced a policy of
modernization and strategic alignment with Western powers, including the U.S. This alighment
was partly driven by Oman's desire to secure support for its development goals and to counter
regional threats. The U.S. valued Oman's strategic location at the mouth of the Persian Gulf
and its moderate stance in a volatile region. This relationship has continued to grow, with
Oman playing a crucial role in facilitating various U.S. interests in the region, including military

access and intelligence cooperation.

E.U.

Oman's ties with the E.U. are characterized by cooperation in trade, investment, and policy
dialogues. The E.U. and Oman share a mutual interest in ensuring stability and security in the
Gulf region. Trade relations between Oman and the E.U. have been bolstered by various
agreements and dialogues, focusing on areas like energy, economic diversification, and
education. The EU's interest in Oman is also driven by its strategic location and its role as a

moderate voice in the Middle East.

OMAN'’S ROLE IN FINANCING HUMANITARIAN AID

Oman, known for its stable financial infrastructure and positive diplomatic relations with the
U.S., E.U,, and Iran, serves as an ideal neutral conduit for trans-shipping goods and funds. This
approach leverages Oman's unique position to navigate transactions that might otherwise face
hurdles due to sanctions or geopolitical factors. By routing aid through Oman, organizations
can circumvent potential restrictions and logistical impediments, ensuring that aid reaches its

intended destination in Iran efficiently and compliantly.

HEALTH DIPLOMACY™
Risk Management Guide for Humanitarian Aid to Iran & Other Sanctioned Nations

Page 40 of 68



GLOBAL SHEIKH HAMDAN
‘ STRATEGIC AL MAKTOUM

X

INTELLIGENCE ADVISORY

STRATEGIC FUND MANAGEMENT VIA OMAN

Effectively managing the flow of funds for humanitarian aid to Iran necessitates a strategic
approach that avoids direct engagement with Iran's sanctioned financial system. The use of
intermediaries, such as Oman, provides a reliable and compliant channel for facilitating
transactions while adhering to international sanctions. Humanitarian organizations can utilize
intermediary banks in neutral jurisdictions like Oman to manage payments for aid suppliers
and logistics providers. This approach ensures that funds do not directly enter Iran but instead
support the procurement and delivery of critical humanitarian goods to their intended

recipients, such as hospitals, aid organizations, or local community centers.

Regularly scheduled transfers of smaller amounts to intermediary banks, as opposed to large,
sporadic payments, further reduce risks and enhance traceability. By employing this
systematic method, stakeholders can mitigate potential vulnerabilities in fund management
and maintain the timely and consistent delivery of aid to Iran’s vulnerable populations. The
intermediary model also addresses operational realities within Iran, ensuring that medical
supplies and essential goods reach healthcare facilities and underserved regions without

violating sanctions.

ENSURING COMPLIANCE THROUGH DUE DILIGENCE

The role of Oman as an intermediary underscores the importance of rigorous due diligence
and adherence to international financial regulations. Humanitarian organizations must comply
with AML/CFT regulations, ensuring that all transactions are transparent and align with global
compliance standards. This includes thorough vetting of suppliers, monitoring payment
channels, and employing robust oversight mechanisms to prevent misuse or diversion of

resources.

Oman's financial infrastructure, coupled with its neutral diplomatic stance, provides an
effective platform for managing the complexities of sanctions compliance. Intermediary banks
based in Oman can facilitate payments to vendors and service providers outside Iran, ensuring

that the flow of aid remains controlled and legally sound. This approach eliminates the need
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for direct financial engagement with Iranian entities, thereby upholding international sanctions

while maintaining the humanitarian imperative.

BUILDING TRUST & ENSURING EFFECTIVENESS

By leveraging Oman’s position as a neutral intermediary, humanitarian organizations can
navigate the complexities of delivering aid to Iran while building trust among donors,
regulators, and other stakeholders. This model prioritizes transparency, compliance, and
accountability, demonstrating a commitment to both humanitarian principles and international
legal standards. The use of intermediary banks in neutral jurisdictions not only ensures the

effective delivery of aid but also fosters confidence in the integrity of the entire process.

In essence, Oman’s involvement offers a practical and trustworthy solution for the successful
management of humanitarian aid transactions to Iran. This approach enhances the overall
efficacy of humanitarian efforts, ensuring that critical resources reach those in need without

compromising compliance with international sanctions.
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5. Aid Licenses & Exemptions

Understanding and navigating the licensing framework for humanitarian aid in Iran under
sanctions compliance remains a complex and challenging task. NGOs, banks, and entities
involved in the manufacturing and exporting of humanitarian goods often face significant
uncertainties in effectively engaging with relevant authorities and comprehending the activities
that necessitate licenses. This complexity highlights the importance of specialized knowledge

and meticulous compliance efforts.

SANCTIONS INTENT

In the context of Iran, the U.S. and E.U. sanction frameworks generally allow exemptions for
humanitarian activities. These include the export of goods supporting humanitarian operations
and financial dealings with certain entities. In the U.S., activities might be authorized under a
general license (automatically applied for qualifying activities) or an individual/specific license
(issued for defined activities). The E.U. distinguishes between exemptions (no authorization
needed) and derogations (requiring authorization). The aim is to ensure sanctions don't hinder
essential humanitarian exports like medicines or food. Approval for specific licenses or
derogations considers several factors, including the nature of goods, their end use, and risks

like diversion for unintended purposes.
For Iran, it's important to recognize that:

e The specific requirements for licenses or prior authorizations can vary greatly between

countries implementing sanctions.

e Generally, humanitarian-related goods and assistance might not fall under sanctions,

potentially eliminating the need for a license or prior authorization.

e However, in complex environments, exemptions might not exist, and competent

authorities may not have the legal framework to issue a license for activities benefiting
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designated entities. Therefore, assuming that all humanitarian activities are

automatically permitted due to their nature can be a significant oversight.

IRAN SANCTIONS

The U.S. maintains a stringent regulatory framework concerning activities involving Iran,
involving various statutes and executive orders, implemented through sanctions and export
controls. These regulations primarily govern the activities of U.S. persons and transactions
within U.S. commerce. The U.S. framework is generally more restrictive than the U.N., the E.U,,
and other nations' regimes, broadly prohibiting U.S. persons' involvement in transactions
related to Iran, unless licensed. This includes an extensive ban on US-origin items to Iran, with
certain exceptions for humanitarian purposes. Understanding the nuances of this framework is

crucial for those involved in humanitarian activities within Iran.

Humanitarian exceptions in E.U. sanctions enable Humanitarian Operators to undertake
restricted actions for humanitarian purposes. These exceptions can be either exemptions,
allowing actions without delay or the need for authorization from a National Competent
Authority (NCA), or derogations, which require authorization. These are not blank checks,
Humanitarian Operators are obligated to ensure actions have a genuine humanitarian purpose

and do not contravene E.U. sanctions.

For instance, a Humanitarian Operator under the Afghanistan sanctions can pay for services
from a designated person if necessary for delivering humanitarian aid. However, depending on
the circumstances, more than one authorization might be required, or actions permitted under
one regime might still necessitate applying for authorization under another. It's critical to
ascertain that no other restrictions apply under different provisions of the same or other

sanctions regimes.

SANCTIONS EXEMPTIONS & GENERAL LICENSES

The U.S. government delineates various exceptions within its sanctions and export control

regulations for Iran, such as:
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e General Licenses: License is a written authorization issued by a sanctions regulator
that permits an activity that otherwise might be prohibited or restricted under a

particular sanction.

e Specific License or Exception: Issued from the administering agent on a case-by-case
basis under certain limited situations and conditions. These specific licenses allow for
transactions that are otherwise prohibited and must be presented with the licensed

transaction. Issued for particular scenarios, providing private waivers.

e Food & Medicine: Specific items classified as “EAR99” are exempt from export

embargoes.

Significantly, the U.S. sanctions framework includes notable exceptions for the U.N. and NGOs.
These exceptions encompass broad authorizations for activities essential to the official
operations of the U.N. and its entities, subject to specific limitations, such as restrictions on

dealings with entities on the "Specially Designated Nationals" list.

In the context of Iran, NGO activities under U.S. sanctions are covered by a specific General
License, which is narrower than that for the U.N.. This license is limited to specific
humanitarian activities, including supporting basic human needs and providing essential
services like healthcare and education, facilitating crucial NGO operations in Iran while

adhering to the stringent sanctions regime.

Overall, these exemptions and exceptions illustrate the intricate balance between complying
with international sanctions and fulfilling humanitarian objectives. For organizations operating
within these frameworks, a deep understanding of both U.S. and E.U. regulations is crucial for

lawful and effective humanitarian engagement in Iran.

U.S./IRAN HUMANITARIAN AID INITIATIVES

The Iranian Transactions and Sanctions Regulations (ITSR), 31 C.F.R. Part 560, generally prohibit
the exportation, re-exportation, sale, or supply, directly or indirectly, from the U.S. or by a U.S.
person, wherever located, of any goods, technology, or services to Iran or the Government of

Iran. ITSR, § 560.204. The prohibition on the exportation of services contained in section
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560.204 applies to services performed on behalf of a person in Iran or the Government of Iran,
or where the benefit of such services is otherwise received in Iran, if such services are
performed in the U.S., or by a U.S. person outside the U.S.. ITSR, § 560.410. In addition, the
ITSR prohibit U.S. persons, wherever located, from engaging in any transaction or dealing in or
related to: (1) goods or services of Iranian origin or owned or controlled by the Government of
Iran, or (2) goods, technology, or services for exportation, re-exportation, sale, or supply,
directly or indirectly, to Iran or the Government of Iran. ITSR, § 560.206. This prohibition
includes but is not limited to purchasing, selling, transporting, swapping, brokering, approving,
financing, facilitating, or guaranteeing. ITSR, § 560.206(b). The ITSR defines the term U.S.
person to mean any U.S. citizen, permanent resident alien, entity organized under the laws of
the U.S. (including foreign branches), or any person in the U.S.. ITSR, § 560.314.

OFAC first issued regulations to implement the Trade Sanctions Reform and Export
Enhancement Act of 2000 (TSRA) on July 12, 2001. Since then, OFAC has amended the
licensing provisions of the ITSR (and its predecessor, the Iranian Transactions Regulations), as
they relate to the exportation and re-exportation of agricultural commodities, medicine, or
medical devices to Iran, on a number of occasions. Sections 560.530(a)(2) through (4) of the
ITSR now set forth general licenses authorizing, with certain exceptions, the exportation or
re-exportation by a covered person of agricultural commodities, medicines, and medical
devices to the Government of Iran, individuals or entities in Iran, or persons in third countries

purchasing specifically for resale to any of the foregoing.

For purposes of the ITSR: (1) a Medical Device is an item that falls within the definition of
“device” in section 201 of the Federal Food, Drug, and Cosmetic Act (21 U.S.C. 321) and that, in
the case of an item subject to the EAR, is designated as EAR99, or in the case of an item not
subject to the EAR, that would be designated as EAR99 if it were located in the U.S.. ITSR, §
560.530(e)(3); and (2) a Covered Person is, with respect to the exportation or re-exportation of
items subject to the EAR, a U.S. person or a non-U.S. person, and for purposes of items not
subject to the EAR, a U.S. person, wherever located, or an entity owned or controlled by a U.S.
person and established or maintained outside the U.S.. ITSR, §560.530(e)(4).

Following the designation of the CBI pursuant to Executive Order 13224, OFAC issued General
License 8 on February 27, 2020 (GL 8), which was replaced and superseded in its entirety by
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General License 8A on October 26, 2020 (GL 8A). GL 8A authorizes the following transactions
and activities involving the CBI or the National Iranian Oil Company (NIOC) that are prohibited
under the GTSR or the ITSR: 1) transactions and activities described in the general licenses set
forth at sections 560.530(a) and (b), 560.532, and 560.533 of the ITSR; 2) transactions and
activities ordinarily incident and necessary to transactions described in paragraph (a)(i) of that
general license that are authorized under section 560.516 of the ITSR or consistent with
section 560.405 of the ITSR; and 3) transactions and activities authorized under any specific
license issued pursuant to sections 560.530, 560.532, or 560.533 of the ITSR.

Further, on June 10, 2022 OFAC renewed General License (GL) N under GL N-1, which, subject
to certain conditions, authorizes certain COVID-19-related transactions prohibited by the ITSR,
including certain transactions involving CBl or NIOC prohibited by the ITSR or the Global
Terrorism Sanctions Regulations (GTSR), 31 C.F.R. Part 594, and certain other financial
transactions prohibited under the GTSR, the ITSR, and E.O. 13224, as amended. GL N-1 does
not authorize, inter alia, the exportation or re-exportation of goods to: (1) CBI, NIOC, or any
entity in which NIOC owns, directly or indirectly, a 50 percent or greater interest; (2) military,
intelligence, or law enforcement purchasers or importers; and (3) facilitate the development or
production of a chemical or biological weapon or weapon of mass destruction. GL N-1 also
does not authorize any transactions or activities otherwise prohibited by the ITSR, the GTSR,
or E.O. 13224, as amended, or prohibited by any other part of 31 CFR chapter V, or involving any
person blocked pursuant to the GTSR or E.O. 13224, as amended, except the CBI, the NIOC, or
any entity in which NIOC owns, directly or indirectly, a 50 percent or greater interest.
Otherwise, per OFAC Frequently Asked Question (FAQ) #828, the exemptions, exceptions, and
authorizations of GL N-1 generally do not apply to transactions involving persons on OFAC’s
SDN List that have been designated in connection with Iran’s support for international
terrorism or proliferation of weapons of mass destruction, including the Islamic Revolutionary

Guard Corps.

On June 14, 2023, OFAC renewed General License GL N-1 under Iranian Transactions and
Sanctions Regulations, 31 CFR part 560 & Global Terrorism Sanctions Regulations 31 CFR part
594 - GENERAL LICENSE N-2 Authorizing Certain Activities to Respond to the Coronavirus
Disease 2019 (COVID-19) (GL N-2), which replaced N-1, pursuant to which your license was

issued.
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Specifically, as relevant to the proposed transactions, GL N-2, like GL N-1 before it, authorizes
transactions and activities related to the exportation, re-exportation, sale, or supply, directly
or indirectly, of EAR99-designated and other non-controlled goods or technology for use in
connection with the prevention, diagnosis, or treatment of COVID-19 to Iran or the
Government of Iran, among other transactions and activities. GL N-2 additionally authorizes
certain transactions involving the CBI or the NIOC, or any entity in which NIOC owned, directly
or indirectly, a 50 percent or greater interest, that are prohibited by the ITSR, the GTSR, or E.O.
13224, as amended. Additionally, regarding the payment for the medical devices from frozen
Iranian funds from foreign banks holding frozen funds or NIOC/CBI directly, please be aware
that, per OFAC FAQ #906, COVID-19-related exports and reexports to Iran authorized by GL
N-2 are not subject to the payment terms in section 560.532. According to several policy
analysts, the structure of GL N-2 could serve as a foundation for expanded licensing in 2025

and beyond as part of a new U.S.~Iran framework.

HUMANITARIAN DEROGATIONS

Humanitarian derogations are instances where actions, otherwise prohibited by sanctions, are
permissible for humanitarian purposes but only after obtaining explicit authorization from a
National Competent Authority (NCA), as defined by the relevant Council Regulation.
Humanitarian operators must apply for this derogation from the appropriate NCA, listed in the
annex of each E.U. sanctions regime. The process for obtaining authorization varies based on
the specific sanctions regime and may include silence procedures, as in the Ukraine territorial

integrity sanctions.

For certain derogations, particularly those pertaining to North Korea and Yemen sanctions,
applications are submitted to the NCA, which then forwards them to the U.N. Sanctions
Committee. NCAs grant authorizations for specific restrictions under terms they deem
appropriate, often including reporting obligations and risk mitigation measures. Some
sanctions, like those related to Syria, Ukraine territorial integrity, and Donetsk and Luhansk,
allow NCAs to issue general authorizations for recurrent restricted actions necessary for

humanitarian aid.
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These regulations and procedures illustrate the careful balance between complying with
international sanctions and fulfilling humanitarian objectives. For organizations operating
within these frameworks, a profound understanding of both U.S. and E.U. regulations are

crucial for lawful and effective humanitarian engagement in Iran.

KEY CHALLENGES

1. Ambiguous Scope of Prohibited Activities: International humanitarian projects in Iran
frequently engage in activities that might skirt the edge of sanctions, such as dealing
with borderline goods or services linked to internal repression. This grey area requires

careful navigation to avoid unintentional violations.

2. Diverse Interpretations of Humanitarian Aid: The definition of what constitutes
‘humanitarian’ aid varies not only between the U.S. and E.U. but also across individual
E.U. member states. This variation can lead to inconsistent approaches to sanctioned

activities in Iran.

3. Blurred Lines: Many programs funded by donors in Iran blur into areas that might be
classified as ‘development’ or ‘reconstruction’. Without specific approval from U.S./E.U.
authorities, these activities risk violating sanctions, underscoring the need for clear

guidance.

4. Inconsistent Regulatory Understanding: A common hurdle is the misalignment in
understanding among authorities, banks, donors, supply chain actors, and NGOs
regarding exempted humanitarian, resilience, and development activities under

sanctions in Iran.

5. Economic Engagement: Providing humanitarian assistance in Iran sometimes
necessitates dealing with sanctioned individuals or entities, such as using a designated

bank or purchasing essential items, posing compliance challenges.

6. Varied Views on End-User Conditions: Discrepancies exist among sanctions authorities,
donors, banks, supply chain actors, and NGOs regarding conditions that must be met to
assess the risk of involvement with designated parties in Iran and ensure correct

delivery endpoints.
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7. The ‘Chilling Effect’ Dilemma: A prevalent issue is the ‘chilling effect’, where fear of
inadvertently violating sanctions leads to overly cautious approaches by financial
institutions and exporters, creating an unofficial ‘compliance buffer zone’ In Iran, this
often results in voluntary avoidance of legally permissible transactions due to the

disproportionate legal and due diligence costs involved.
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6. Mitigating Sanctions Risks

The process of delivering humanitarian aid and managing related financial transactions in Iran,
especially within the context of sanctions and fragile environments, presents complex
challenges. The presence of sanctioned actors in Iran significantly affects the delivery

mechanisms and necessitates careful management to avoid unintentional aid diversion.

Targeted sanctions in the past decade, often associated with wider crises such as conflicts,
civil unrest, terrorist activities, and natural disasters, have heightened the need for
humanitarian intervention in Iran. These situations, coupled with potential state incapacity to

assist the population, underline the importance of effective humanitarian responses.

Competent authorities, donors, banks, and humanitarian actors must collaboratively ensure
that aid in Iran is not misdirected to sanctioned entities or individuals. Central to this effort is
mitigating the impact of fear or disagreement over licensing provisions and risk management

in transferring humanitarian aid to high-risk areas like Iran.

Trust-building and multi-sector dialogue are crucial. Sanctions authorities should actively
engage with donors, humanitarian agencies, banks, financial sector regulators, and other
government departments focused on Iran. This dialogue aims to identify bottlenecks in
humanitarian transactions, address legal uncertainties, and develop innovative solutions for
safe and effective aid delivery in Iran. Regular meetings of stakeholders are essential for

fostering national-level trust, dialogue, and collaboration.

SUPPLY CHAIN MANAGEMENT TO UPHOLD REGULATORY COMPLIANCE

Robust compliance framework comprising a comprehensive suite of documents, procedures,
and training that governs every aspect of humanitarian aid operations, ensuring adherence to
the highest standards of ethics and legality is critical. This framework should include, but not
be limited to, an AML/CFT Compliance Manual, Customer Due Diligence Procedure, Document

& Record Control Procedure, Policy Statement, Reporting Procedure, Risk Management
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Procedure, Roles & Responsibilities Procedure, along with policies and procedures addressing
Anti-Bribery & Corruption, Business Continuity, Emergency Response, Export & Import
Management, Export Risk Assessment, FCC Attestation, GFSI Guidelines, Information Systems
Security, Inventory Receiving, KYC applications, Non-Conformity Reporting, Privacy, Product
Inspection, Product Recall, Quality Inspection, Recovery Procedures, Risk Assessment and
Rating, Safety Training, Title Il Pharmaceutical Products Compliance, Vendor Qualification, and
Warehouse Operations. This comprehensive array of documents and protocols underscores a
commitment to upholding regulatory compliance and transparency throughout its operations,
providing authorities and supply chain actors with confidence in the humanitarian aid

organization's ability to manage projects effectively.

The diagram below illustrates the interconnected compliance domains essential to

humanitarian supply chain integrity.

COMPLIANCE

IN HUMANITARIAN
SUPPLY CHAINS

EXPORT
CONTROLS
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OVERCOMING SANCTIONS CHALLENGES

A key challenge in delivering humanitarian aid in Iran stems from the confusing messaging and
interpretation of legal obligations influenced by sanctions regimes. To mitigate these impacts,
there is a need for increased and improved government and regulatory guidance. This can
include detailed FAQs addressing risk assessment, due diligence requirements, supply chain

challenges, best practices, and legal obligations, specifically tailored to the context of Iran.

Operating in lIran's humanitarian crisis environment is inherently complex, a situation
exacerbated by sanctions. Competent authorities should regularly review the legal and
humanitarian challenges faced by International Non-Governmental Organizations (INGOs) on
the ground. There should be a focus on making informed decisions about the proportionality
of specific requirements in Iran, considering the urgency, limited funds, and practicality. In
high-risk environments like Iran, certain standard measures might be impractical, hence a

balance between compliance and the feasibility of humanitarian assistance is crucial.

REFINING THE HUMANITARIAN EXEMPTION FRAMEWORK

The current licensing framework for humanitarian transactions in sanctioned areas like Iran
requires a collaborative effort to address common interpretational challenges. Several factors

need consideration:

e Donors & Humanitarian Actors: It's essential to determine if existing humanitarian

exemptions adequately cover all necessary humanitarian activities in Iran.

e Regulatory Adjustments by Governments: Regulators must ensure that targeted
measures don't inadvertently hinder principled humanitarian activities in Iran, putting in

place appropriate exemptions and facilitating their implementation.

e Government Donors’ Role: Government development agencies funding programs in Iran
should assess if these require specific licensing and facilitate dialogue with the

relevant sanctions authorities and member countries.
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e Planning by Humanitarian Actors: Before project initiation, all potential activities that
might necessitate a derogation or license, such as importing dual-use goods or

engaging with designated entities in Iran, should be clearly outlined.

e Issuance of Project Licenses: Competent authorities could consider granting
project-specific licenses to authorize pre-agreed activities in Iran for a set period so
long as all compliance protocols, both financial and supply chain, are in place. Such
license application must do an in-depth background check of all supply chain actors
including but not limited to: buyers, sellers, finance parties, insurers, financial
institutions, banks, transport companies, vessels, logistics companies, ports, and any
and all counterparties, using service providers such as LexisNexis, Refinitiv World
Check, among other qualified options. Sanctions checks via government publications

are also encouraged, either via manual processes or automated service providers.

e Interactions with Designated Actors: Authorities should recognize scenarios where
engagement with designated entities in Iran might be unavoidable due to safety or

logistical constraints, providing clear guidelines for such instances.

These strategies aim to improve the effectiveness of humanitarian exemptions and facilitate
smoother aid delivery in challenging environments like Iran, balancing legal compliance with

practical humanitarian needs.

CLARIFYING GUIDANCE FOR LEGAL OBLIGATIONS

The complexities of sanctions regimes affecting humanitarian action in Iran often lead to
significant challenges in interpreting and fulfilling legal obligations. While some progress has
been made in issuing regulatory guidance, much remains to be done to ensure clarity and
operational viability for organizations engaged in aid delivery. Governments, international
bodies, and regulatory agencies must enhance their efforts to provide actionable guidance
that transcends mere interpretation of regulations and delves into best practices for

compliance and operational effectiveness.
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THE ROLE OF REGULATORY GUIDANCE

Currently, agencies such as OFAC and the E.U. issue FAQs and advisory notices to aid entities
in understanding the scope of sanctions and permissible activities. While these FAQs provide
valuable clarifications on the meaning and intent of regulations, they often stop short of
offering detailed, practical recommendations for navigating the operational challenges of
compliance. As a result, organizations are left to interpret the nuances of sanctions law,

risking inadvertent non-compliance or over-compliance that stifles humanitarian efforts.

STRENGTHENING LEGAL FRAMEWORKS & PRACTICAL SUPPORT

To bridge this gap, regulatory bodies must issue more detailed operational guidance that
incorporates jurisprudential analysis and best practices tailored to high-risk environments like

Iran. This could include:

e Risk-Based Assessment Models: Regulatory bodies should provide templates or
frameworks for conducting risk assessments specific to humanitarian transactions in
sanctioned jurisdictions. These models could outline methodologies for evaluating
transaction partners, assessing regional risks, and identifying red flags associated with

sanctions violations or abuse of humanitarian exemptions.

e Comprehensive Due Diligence Protocols: Guidance should include step-by-step
protocols for due diligence, emphasizing the vetting of third parties, suppliers, and
financial intermediaries. This could extend to outlining specific documentation and
evidence required to demonstrate compliance with sanctions laws and humanitarian

carve-outs.

e Legal Opinions and Interpretive Jurisprudence: Agencies should publish annotated
case studies or legal opinions derived from enforcement actions and regulatory
decisions. These resources could highlight precedents, interpretive nuances, and
judicial reasoning behind key sanctions provisions, offering organizations a clearer

understanding of how to structure their operations.

e Detailed Operational FAQs: FAQs should be expanded to address complex scenarios

frequently encountered in humanitarian aid delivery. For example:
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o Clarifications on permissible indirect benefits to sanctioned entities.
o Best practices for using intermediary banks and alternative financial channels.

o Case-specific guidance for using OFAC General Licenses and obtaining specific

licenses for unique circumstances.

e Model Contracts and Agreements: To mitigate risks, regulatory bodies could develop
standard contractual clauses that align with sanctions requirements. These clauses
could be integrated into agreements with suppliers, intermediaries, and local partners

to ensure compliance throughout the supply chain.

e Training and Capacity Building: Beyond written guidance, regulators should facilitate
training programs and workshops for humanitarian organizations. These sessions could
focus on real-world applications of sanctions regulations, common pitfalls, and

strategies for managing risk in sanctioned jurisdictions.

ENHANCING ENFORCEMENT TRANSPARENCY

Another crucial aspect of improving clarity is increasing transparency around enforcement
actions. Regulators should regularly publish summaries of enforcement cases, detailing the
violations, penalties, and compliance failures involved. These summaries not only offer
valuable insights into the consequences of non-compliance but also serve as practical lessons
for organizations navigating complex regulatory landscapes. However, transparency efforts can
and should expand beyond historical case summaries to include hypothetical fact patterns
and typologies tailored to the unique challenges posed by Iran-related transactions, both

financial and trade-oriented.

CREATION OF HYPOTHETICAL FACT PATTERNS

Regulatory bodies could develop hypothetical scenarios that illustrate best practices for
managing Iran-related transactions. These fact patterns could simulate real-world

complexities, such as:
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e Multi-Layered Transactions: A humanitarian organization attempting to route funds
through an intermediary bank in a neutral country to deliver medical supplies to a

hospital in Iran. The hypothetical could outline:
o Due diligence steps to vet the intermediary.
o Procedures for ensuring the recipient organization is not a sanctioned entity.
o How to document compliance with OFAC licenses or E.U. General Licenses.

e Dual-Use Goods in Trade: A hypothetical scenario involving the export of medical

devices that could have dual-use applications. The typology could highlight:
o Steps to ensure the goods meet humanitarian exemptions.
o Verification protocols for end-use and end-users.
o Mitigation strategies for avoiding diversion to non-humanitarian purposes.

e Emergency Aid During Sanctions: A crisis-driven scenario where urgent humanitarian

aid is needed after a natural disaster in Iran. The scenario could focus on:
o Streamlined compliance measures under expedited licensing.
o Strategies for engaging with OFAC or E.U. regulators for waivers or exceptions.

o Addressing challenges in transferring funds quickly through sanctioned

jurisdictions.

DEVELOPMENT OF TYPOLOGIES FOR COMPLEX TRANSACTIONS

Typologies, often used in AML and CFT contexts, provide structured examples of how illicit
activities or complex transactions might occur. For Iran-related transactions, typologies could
offer detailed pathways for compliant transactions while identifying red flags to avoid.

Examples might include:
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e Sanctions Evasion Typologies:

o Risk: Use of intermediaries in jurisdictions known for lax regulatory oversight or

sudden changes in transaction patterns.

o Mitigation: Enhanced monitoring of counterparties and detailed audits of

financial flows.
e Humanitarian Aid Transfers via Non-Banking Channels:

o Risk: Hawala networks or informal transfer systems could inadvertently involve

sanctioned entities.

o Mitigation: Thorough vetting of MVTS providers and requiring robust

documentation to trace funds.
e Sanctioned Entities as Indirect Beneficiaries:
o Risk: A local supplier with ties to a sanctioned government entity.

o Mitigation: Employing risk-based screening processes and ensuring

transparency in supplier relationships.

BENEFITS OF EXPANDING GUIDANCE WITH FACT PATTERNS & TYPOLOGIES

Expanding enforcement transparency to include hypothetical fact patterns and typologies
offers numerous practical advantages for organizations navigating Iran-related transactions.
First, these tools serve as invaluable practical training resources for organizations and
financial institutions. By simulating real-world scenarios, staff can gain a deeper
understanding of how to implement sanctions compliance protocols effectively, equipping
them to address challenges proactively. Additionally, these examples can foster improved
regulatory collaboration by aligning expectations between regulators and humanitarian actors.
Detailed hypotheticals clarify gray areas in compliance requirements, enabling constructive

dialogue and reducing misunderstandings.
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Moreover, these resources enhance risk awareness, providing organizations with detailed
examples of potential pitfalls and equipping them with the knowledge to identify and mitigate
risks before engaging in complex transactions. For instance, by highlighting risks like
inadvertent involvement with sanctioned entities through informal transfer systems, these
tools empower organizations to establish robust due diligence and risk management practices.
They also contribute to more streamlined licensing applications, allowing entities to anticipate
and address regulator concerns when preparing applications for OFAC or E.U. sanctions
compliance. This proactive approach can expedite approval processes, ensuring humanitarian

aid and lawful trade are not unduly delayed.

Expanding enforcement transparency to include hypothetical fact patterns and typologies
represents a proactive approach to navigating the intricacies of Iran-related transactions. This
initiative would not only reinforce compliance but also empower organizations to operate
confidently within the bounds of international sanctions, fostering humanitarian aid delivery
and lawful trade. By leveraging these tools, regulators can bridge gaps in understanding and
foster a more resilient, collaborative, and effective sanctions compliance environment, while

enhancing the operational confidence of entities working in high-risk jurisdictions like Iran.

JURISPRUDENTIAL PERSPECTIVE ON LEGAL OBLIGATIONS

From a legal standpoint, the ambiguity in sanctions laws often creates uncertainty regarding
obligations and liabilities for humanitarian organizations. Administrations have occasionally
grappled with the tension between sanctions enforcement and humanitarian exemptions,
resulting in varying interpretations. This inconsistency underscores the need for more robust

regulatory guidance to fill gaps in jurisprudence.

Moreover, international law principles, such as the obligation to ensure humanitarian access
under the Geneva Conventions, should inform the development of sanctions-related guidance.
Regulators must strike a balance between enforcing sanctions and upholding international
humanitarian law, ensuring that compliance measures do not unduly hinder life-saving aid

efforts.
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Clear and comprehensive regulatory guidance is essential for ensuring that humanitarian
organizations can operate effectively in sanctioned environments like Iran. By expanding the
scope of FAQs, incorporating best practices, and providing practical resources, regulatory
bodies can reduce confusion, enhance compliance, and ultimately facilitate the timely delivery
of humanitarian aid. This approach not only strengthens the legal and operational capacity of
aid organizations but also reinforces the integrity of sanctions regimes, ensuring they achieve

their intended objectives without compromising humanitarian principles.

PROPORTIONALITY IN CRISIS OPERATIONS

Operating in Iran’s complex humanitarian context presents unique challenges, particularly
when compounded by stringent international sanctions. Acknowledging the practical
limitations faced by international non-governmental organizations (INGOs) is essential, as rigid
adherence to compliance measures may unintentionally hinder the provision of life-saving aid.
Competent authorities must adopt a dynamic approach, reassessing legal and humanitarian
dilemmas and striving for a proportional balance between regulatory obligations and the
realities of resource-constrained environments. Offering tailored guidance and practical
support can ensure that urgent humanitarian needs are met without compromising legal

frameworks.

STREAMLINING HUMANITARIAN EXEMPTIONS

The current licensing and exemption framework for humanitarian transactions in Iran requires
a collaborative and adaptive approach to overcome its inherent challenges. Key areas for

improvement include:

e Collahorative Identification of Exemptions: Donors and humanitarian actors must work
together to evaluate whether existing exemptions cover all necessary activities. This
collaboration ensures gaps are addressed and activities critical to humanitarian efforts

are protected.

e Governmental Regulatory Adjustments: Authorities should periodically review

sanctions frameworks to ensure they do not inadvertently impede principled
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humanitarian activities. Adjustments should aim to simplify exemptions and improve

their practical utility.

e Understanding Licensing Needs: Government donors should actively assess whether
their funded programs require licenses and engage in dialogue with relevant sanctions

authorities to avoid delays or misunderstandings.

e Comprehensive Planning: Humanitarian actors should conduct detailed pre-project
planning to identify activities requiring licenses or derogations, such as importing

dual-use goods or engaging with designated entities.

e Addressing Inevitable Interactions: Recognizing that engagement with sanctioned
entities may sometimes be unavoidable (e.g., safety or logistical reasons) actors must

plan for these scenarios and incorporate safeguards to ensure compliance.

PRACTICAL TIPS FOR VARIOUS STAKEHOLDERS

To effectively navigate Iran’s challenging sanctions environment, the following strategies can

provide critical support for various stakeholders:

e For Humanitarian Organizations: Engage early with banking partners, providing
transparent summaries of programs and operational plans. This helps build trust and
ensures a clear understanding of the legality of payments and license requirements.
Maintaining robust supply chain management and financial compliance systems is

paramount.

e For Banks: Establish open lines of communication with humanitarian clients to
understand their risk management practices and collaborate on navigating complex
transactions. Adhering to U.S. financial reporting requirements, including monthly

monitoring protocols, is crucial for compliance.

e For Governments and Regulators: Improve clarity regarding how humanitarian activities
intersect with sanctions requirements. Consider adopting more efficient licensing

models, such as "project licenses," to streamline processes. When challenges arise,

HEALTH DIPLOMACY™
Risk Management Guide for Humanitarian Aid to Iran & Other Sanctioned Nations

Page 61 of 68



GLOBAL SHEIKH HAMDAN
‘ STRATEGIC AL MAKTOUM

X

INTELLIGENCE ADVISORY

provide assurances to banks and humanitarian actors to enable the timely processing

of payments.

By adopting these strategies, stakeholders can align their efforts to ensure aid delivery

reaches those in need without compromising compliance or humanitarian objectives.

GLOBAL DIALOGUE

The development of functional, transparent, and secure channels for humanitarian payments
in complex sanctioned environments like Iran necessitates a unified vision and leadership at
the international level. The significance of ongoing global dialogue to address these challenges
cannot be overstated. There is immense potential for international organizations, governments,
banks, humanitarian actors, and other key stakeholders to share experiences and create
synergies. The importance of both formal and informal multi-sector dialogue in driving

progress and innovation in this area is crucial.

TECHNOLOGICAL ADVANCEMENTS

Emerging digital technologies present transformative opportunities for delivering aid in
complex environments. Digital payment platforms, blockchain systems, and real-time
monitoring tools offer potential solutions for enhancing transparency, reducing delays, and
mitigating risks. However, the successful adoption of these technologies requires joint efforts
among all parties to develop regulatory guidelines, integrate innovations, and ensure their
application aligns with humanitarian exemptions. Continuous advancements in this area will

play a pivotal role in optimizing aid delivery in Iran and similarly challenged contexts.
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7. Strategic Outlook

As the global community grapples with the dual imperatives of ensuring compliance with
international sanctions and addressing urgent humanitarian needs, Iran’s case offers a unique
and critical testbed. The challenges of delivering humanitarian aid to Iran underscore the
pressing necessity for a comprehensive approach that blends robust compliance protocols,
innovative intermediary strategies, and the broader vision of humanitarian diplomacy. This
Guide serves as a clarion call for stakeholders to leverage the synergies between international

trade, global geopolitics, and Health Diplomacy™ to navigate these complexities effectively.

A MULTI-DIMENSIONAL CHALLENGE

Iran’s humanitarian landscape is defined by profound obstacles, from stringent sanctions
regimes to restricted financial flows and logistical hurdles. While exemptions for humanitarian
goods exist within U.S., E.U., and U.N. sanctions frameworks, practical implementation remains
fraught with challenges. Banking restrictions, coupled with fear of regulatory violations, have
created a chilling effect that hinders even legally permissible aid transactions. Moreover, the
emergence of alternative financial systems and informal transfer mechanisms adds layers of
complexity to an already intricate environment. These dynamics necessitate a recalibration of
strategies, emphasizing risk management, collaboration, and innovative solutions to ensure aid

delivery without contravening sanctions or undermining compliance.

A VISION FOR A HUMANITARIAN HEALTHCARE DIPLOMACY PLATFORM

The concept of the Humanitarian Healthcare Diplomacy Platform embodies a transformative
strategy that harnesses the intersection of healthcare, diplomacy, and compliance to address
these challenges. This platform prioritizes the use of Health Diplomacy™ as a bridge to
thawing relations and fostering dialogue between nations. By leveraging healthcare as a
neutral and universally recognized need, stakeholders can establish a foundation for broader

diplomatic engagement while addressing critical humanitarian priorities.
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THE ROLE OF STRATEGIC INTERMEDIARIES

Neutral countries like Oman and strategic hubs such as the UAE play a pivotal role as
intermediaries in humanitarian aid transfers to Iran. Their stable financial infrastructures,
positive diplomatic relations, and ability to navigate complex geopolitical dynamics make them
indispensable partners. By trans-shipping goods and funds through these intermediaries,
organizations can circumvent direct engagements with restricted entities, ensuring compliance
while expediting aid delivery. These intermediaries also enable robust oversight mechanisms,

ensuring that resources are directed to intended beneficiaries without diversion or misuse.

STRENGTHENING COMPLIANCE FRAMEWORKS

Effective risk management in humanitarian aid to Iran hinges on the establishment of
comprehensive compliance frameworks that integrate AML/CFT protocols, sanctions
screening, KYC procedures, and anti-bribery measures. Such frameworks must be tailored to

address the unique risks of operating in sanctioned environments, with provisions for:

e Supply Chain Integrity: Ensuring transparency and accountability from procurement to

delivery.

e Enhanced Due Diligence: Conducting meticulous background checks on partners and

beneficiaries.

e Dynamic Risk Assessment: Regularly updating compliance protocols to reflect evolving

regulatory landscapes.

e Technological Innovation: Leveraging blockchain and digital tools to enhance

traceability and reduce fraud.

A CALL FOR GLOBAL COLLABORATION

The intersection of international trade, global geopolitics, and humanitarian needs presents an
opportunity for innovative solutions and international collaboration. The Humanitarian

Healthcare Diplomacy Platform exemplifies this spirit by fostering partnerships among
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governments, financial institutions, humanitarian organizations, and local stakeholders.

Through coordinated efforts, stakeholders can:

e Enhance Legal Clarity: Simplify licensing processes and provide clear guidelines for

humanitarian exemptions.

e Promote Trust-Building: Facilitate dialogue between regulators, financial institutions,

and humanitarian actors to address bottlenecks and build confidence.

e Encourage Policy Innovation: Advocate for project-specific licenses and other

mechanisms that streamline aid delivery while upholding compliance.

e Expand Technological Solutions: Develop digital payment systems and compliance

tools to address the unique challenges of sanctioned environments.

INTERMEDIARY

DIPLOMATIC
LEVERAGE

HEALTH DIPLOMACY
IN ACTION

HEALTHCARE
AID

HEALTH DIPLOMACY™
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A VISION FOR THE FUTURE

The success of humanitarian aid delivery to Iran and other sanctioned nations depends on a
unified and forward-looking approach that prioritizes both compliance and compassion. The
Humanitarian Healthcare Diplomacy Platform, with its emphasis on strategic intermediaries,
robust compliance protocols, and Health Diplomacy™, offers a pathway to achieving this
balance. By embracing this vision, the international community can not only alleviate
immediate suffering but also pave the way for lasting diplomatic breakthroughs,

demonstrating the power of humanitarian action as a cornerstone of global diplomacy.

With the recent resumption of high-level negotiations between the U.S. and Iran in 2025, this
white paper arrives at a moment of renewed urgency. The compliance models, risk mitigation
strategies, and logistical frameworks presented here were developed precisely for this kind of
scenario. As policymakers, NGOs, and financial institutions look to implement transparent and
lawful mechanisms for humanitarian aid, the guidance in this document is positioned to play a
meaningful role in shaping outcomes. Health Diplomacy™, as a concept and strategy, offers
not only a lifeline for populations in need but also a bridge toward sustainable international

engagement in one of the world’s most challenging geopolitical environments.
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utilized plasma arc systems to extract precious metals from complex refractory ores. He also
served as head of procurement, managing vendor relations and ensuring adherence to
technical and regulatory specifications throughout the supply chain. He later joined US
Precious Metals (USPR), a publicly traded junior mining company, as CTO and transitioned to
CEO, where he oversaw the expansion of gold mining operations in Mexico. Under his
leadership, USPR optimized logistical operations, improved yield through updated exploration
technologies, and strengthened on-the-ground compliance protocols across all sites. He also
designed and built FreightForward, a proprietary customs documentation app that streamlines
export processes for agents operating across the Americas, Africa, and the Middle East,
helping to reduce delays and improve accuracy at ports of entry. With a certification in
Blockchain Applications, Mr. Leufray went on to develop GoldChain™, a blockchain-based
logistics platform built to trace mineral provenance in conflict-affected regions such as the
Democratic Republic of the Congo. The platform ensures end-to-end chain-of-custody
transparency, from mine to end buyer, and is designed to support ethical sourcing and
regulatory compliance in global mineral supply chains. GoldChain™ incorporates supply chain
checkpoints, document verification, and geolocation data to provide trusted auditability to

regulators, investors, and end buyers.

As co-author of this white paper, Mr. Leufray contributes a rare combination of field-tested
operational experience, compliance systems architecture, and enterprise-grade technology
leadership. His work across sanctioned and fragile jurisdictions offers firsthand insight into
risk mitigation, neutral intermediary strategies, and the application of logistics technologies in

humanitarian and conflict-sensitive environments.
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